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Abstract- The growth of cloud, edge, and Internet of Things infrastructures has increased the scale and complexity of network intrusion detection.
Conventional machine-learning-based intrusion detection systems often depend on centralized training data, which raises privacy, scalability,

and regulatory concerns when traffic records are distributed across multiple organizations or network segments. This paper presents a privacy-

preserving intrusion detection framework that combines federated learning with differential privacy and secure aggregation. In the proposed
approach, each client trains a local intrusion detection model on private traffic-flow features, while only protected model updates are shared with

the aggregation server. The framework uses federated averaging, client-level noise injection, norm clipping, and secure aggregation to reduce
exposure to gradient-inversion and membership-inference attacks. Evaluation on standard intrusion detection datasets, including NSL-KDD and

CICIDS2017, indicates that the proposed model can maintain competitive detection performance while improving privacy protection and

supporting deployment across distributed network environments.

Index Terms- Federated Learning, Intrusion Detection System, Privacy-Preserving Machine Learning, Differential Privacy, Secure
Aggregation, Distributed Networks, Cybersecurity, Deep Learning, IoT Security, Anomaly Detection, FedAvg

I. INTRODUCTION

The rapid expansion of distributed network infrastructures -
enterprise data centers, cloud platforms, and Internet of Things
(IoT) ecosystems - has transformed the scale and complexity of
modern cybersecurity challenges. While this distribution enables
greater scalability, flexibility, and availability, it simultaneously
widens the attack surface exposed to adversaries. Network
intrusion detection systems (NIDS) serve as a critical line of
defense in this landscape, continuously monitoring traffic to
identify malicious activities such as denial-of-service (DoS)
attacks, port botnet communication, malware
propagation, lateral movement, and unauthorized access attempts.

scanning,

Over the past decade, machine learning (ML) and deep
learning (DL) techniques have substantially improved the
effectiveness of intrusion detection, enabling systems to move
beyond static signature matching and instead learn complex
behavioral patterns from traffic data. This has proven especially
valuable for identifying previously unseen or zero-day attacks.
However, most high-performing ML/DL-based IDS solutions rely
on a centralized training paradigm, in which raw traffic logs,
packet captures, or flow-level features from multiple devices,
branches, or organizations are aggregated onto a single server for
model training. This centralized approach introduces several
significant limitations:

e  Centralized collection can expose sensitive traffic records and
organizational behavior.

e Large-scale pooling creates storage, bandwidth, and processing
bottlenecks.

e  Cross-organization data sharing may conflict with privacy
policies and regulatory requirements.

Federated learning (FL) has emerged as a compelling paradigm
to address these challenges. Rather than transporting raw data to a
central model, FL brings the model to the data: each participating

client trains a local model on its own private traffic data and shares
only model updates - such as gradients or weights - with a
coordinating server. The server aggregates these updates into an
improved global model, which is then redistributed to all
participants for subsequent training rounds. Because raw data
never leaves its point of origin, FL inherently reduces direct data
exposure while still enabling collaborative model improvement
across distributed sites.

Despite these advantages, FL alone does not guarantee
complete privacy. Prior research has demonstrated that shared
model updates can leak sensitive information about the underlying
training data through gradient-inversion and membership-
inference attacks. Additionally, the federated training process
remains vulnerable to model-poisoning attacks from malicious or
compromised clients. These residual risks motivate the integration
of complementary privacy-enhancing techniques - specifically,
differential privacy (DP) and secure aggregation (SA) - into the
federated training pipeline to jointly safeguard both raw data and
the model updates derived from them.

This study presents a privacy-preserving intrusion detection
system (PP-IDS) that integrates federated learning with
differential privacy and secure aggregation, enabling distributed
network nodes to collaboratively train an effective intrusion
detection model without disclosing raw traffic data. The key
contributions of this study are summarized as follows:

e A federated-learning-based IDS architecture designed for
heterogeneous, non-IID distributed network environments,
including IoT gateways and enterprise network segments.

e Integration of differential privacy noise injection at the client
level and secure aggregation at the server level to mitigate
gradient leakage and inference-based attacks during
communication rounds.
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e A lightweight neural classifier suitable for deployment on
resource-constrained distributed edge devices.

e An empirical evaluation of the NSL-KDD and CICIDS2017
benchmark datasets under both IID and non-IID client data
distributions, comparing detection performance, convergence
speed, and communication overhead against centralized and
local-only baselines.

e A security analysis assessing the framework's resilience against
gradient inversion, membership inference, and model-poisoning
attacks, alongside a discussion of the privacy-utility-
communication trade-off.

The remainder of this paper is organized as follows: Section II
reviews related work in federated learning and privacy-preserving
intrusion detection; Section III presents the proposed system
architecture and methodology, including the FL algorithm and
privacy mechanisms; Section IV describes the experimental setup;
Section V presents results and discussion; Section VI provides a
privacy and security analysis; and Section VII concludes the paper
with directions for future work.

II. RELATED WORK

A. Traditional and Machine-Learning-Based Intrusion
Detection

Early intrusion detection systems (IDS) relied on signature-
based matching, which offers high precision against known attacks
but generalizes poorly to novel or zero-day threats [19]. To address
this, researchers turned to anomaly-based approaches using
classical machine learning classifiers - decision trees, support
vector machines, random forests, and k-nearest neighbors - and
later, deep learning architectures such as CNNs, LSTMs, and
autoencoders, which automatically learn discriminative features
from raw or lightly processed traffic. These methods have been
extensively benchmarked on datasets such as KDD Cup 99, NSL-
KDD [20], CICIDS2017 [21],

and UNSW-NBI15 [22], consistently reporting strong detection
accuracy. However, all of these approaches assume that training
data can be centrally aggregated - an assumption that breaks down
in privacy-sensitive, multi-organizational, or regulation-bound
network environments.

B. Federated Learning

Federated Learning (FL) was introduced as a decentralized
training paradigm in which a central server coordinates model
training across many clients without directly accessing their raw
data. McMahan et al. proposed Federated Averaging (FedAvg), in
which clients perform several rounds of local stochastic gradient
descent before submitting weight updates for server-side
averaging weighted by local dataset size; FedAvg remains the de
facto baseline for FL research [1], [24]. Kairouz et al. later
surveyed open problems in FL, identifying communication
efficiency, statistical heterogeneity (non-IID data), system
heterogeneity, and privacy leakage through shared gradients as

central research challenges [2], [3]. FL has since been applied
across domains including mobile keyboard prediction, healthcare
analytics, financial fraud detection, and, increasingly, network
security - settings where data cannot be pooled across
organizational boundaries.

C. Privacy Risks in Federated Learning

Although FL avoids raw data transfer, prior work has shown
that shared gradients or model updates can still leak sensitive
information through membership inference, model inversion, and
gradient reconstruction attacks [7], [8], [18]. This has motivated
two complementary lines of defense:

e  Differential privacy, which bounds the information that can be
inferred from an update.
e  Secure aggregation, which prevents the server from observing
individual client updates.
While each has been studied extensively in general FL
contexts, their combined use - and the resulting privacy-utility-
communication trade-off - remains comparatively underexplored.

D. Federated Learning for Intrusion Detection

A growing body of work applies FL specifically to network
intrusion detection, motivated by the natural distribution of traffic
data across IoT gateways, edge routers, and organizational
branches [11], [12], [13], [14]. These studies generally show that
FL-based IDS can approach centralized-model accuracy while
keeping raw traffic local. However, many early studies treat FL
primarily as a data-locality mechanism and stop short of (a)
rigorously evaluating residual privacy leakage from shared
updates, and (b) systematically quantifying the trade-off between
privacy budget, detection performance, and communication cost -
particularly under realistic non-IID client partitions [15].

E. Research Gap

In summary, the literature reflects three converging trends: FL-
based IDS research has matured enough to support structured
design choices around topology and aggregation strategy; applied
systems increasingly pair FL with deep architectures such as CNN,
LSTM, GRU, and ensemble classifiers; and privacy mechanisms
such as differential privacy and secure aggregation are now treated
as core design components rather than optional add-ons [16], [17].
Despite this, relatively few studies jointly evaluate detection
accuracy, privacy-leakage resistance, and
overhead within a single, unified intrusion detection framework
operating over heterogeneous, non-IID network partitions. This
paper addresses that gap.

communication

III. PROPOSED METHODOLOGY

A. System Architecture

The proposed Privacy-Preserving Intrusion Detection System
(PP-IDS) adopts a hierarchical, client-server federated learning
(FL) architecture organized into three logical layers:
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Federated Intrusion Detection Architecture
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Fig. 1. Federated intrusion detection architecture for distributed client
training, privacy protection, and server-side aggregation.

e  Client or edge layer for local traffic-flow collection,
preprocessing, and model training.

e  Privacy layer for differential-privacy noise injection, update
clipping, and secure masking.

e Aggregation layer for weighted federated averaging and global
model redistribution.

B. Local Feature Representation

Raw network traffic at each client is converted into flow-level
statistical features consistent with standard intrusion-detection
feature sets (e.g., NSL-KDD, CICIDS2017), including packet/byte
counts, flow duration, protocol type, inter-arrival time statistics,
and flag distributions. Features are normalized locally using client-
side min-max scaling rather than global

statistics, which prevents inadvertent leakage of information
about a client's traffic distribution. Relying on aggregated flow
statistics instead of raw packet payloads further reduces exposure
of application-layer content in the event of a client-side
compromise.

C. Local Intrusion Detection Model

Each client trains a lightweight hybrid CNN-LSTM classifier
on its local, labeled traffic-flow records:

e  Convolutional layers extract local spatial patterns from flow-
level feature sequences.

e Long short-term memory layers capture temporal dependencies
across traffic-flow windows.

e The network concludes with fully connected layers, batch
normalization, dropout for regularization, and a softmax output
layer corresponding to the attack categories of interest (e.g.,
Normal, DoS, Probe, R2L, U2R).

This compact architecture is chosen deliberately to balance
detection accuracy against the computational and communication
constraints of resource-limited edge devices such as IoT gateways.
Each client trains for a fixed number of local epochs E per
communication round before its weight update is transmitted.

D. Privacy-Preserving Aggregation

1) Federated Averaging (FedAvg): Let there be K distributed
clients, each holding a local dataset Dy. In round t, the server
broadcasts the global weights w; to a selected subset of clients.
Each client k performs E local epochs of mini-batch SGD to obtain

updated weights w, and computes the update Aw* = wk - wi. The
server aggregates all received updates as a weighted average,
proportional to each client's local dataset size, to compute the next
global model wi+1.

2) Differential Privacy (DP): Before transmission, each client
applies gradient clipping - bounding each update to a fixed norm
C to limit sensitivity - followed by calibrated Gaussian noise
addition, injected with standard deviation proportional to C and a
chosen noise multiplier, implementing an (g, §)-differential-
privacy guarantee [4], [10]. Smaller € values yield stronger privacy
at the cost of model utility. Cumulative privacy loss across rounds
is tracked using moments-accountant-style composition to keep
the total budget within an acceptable bound [9].

3) Secure Aggregation: Clients additionally apply a pairwise-
masking secure aggregation protocol: each pair of clients agrees
on a shared random mask that cancels out once all participating
clients' masked updates are summed [5], [6]. As a result, the server
can only recover the sum of updates in a round - never an
individual client's contribution - even under limited collusion with
a subset of clients.

Together, DP and secure aggregation provide defense-in-
depth: differential privacy bounds the information content of each
individual update, while secure aggregation prevents the server

Privacy-Preserving Model Update Flow

Gradl.ent i Norm Differential Secure
Weight Clippin; Privacy Noise Aggregation
Update L ) } e

Only protected aggregate updates are visible to the server; raw records remain with each client.

Raw Traffic
Local Dataset

Fig. 2. Privacy-preserving model update flow using clipping, differential
privacy, and secure aggregation.

from ever observing an individual update in the first place -
protecting against gradient-inversion and membership-inference
attacks.

E. Handling Non-IID Data

Because different network segments observe different mixes of
benign and attack traffic, client data distributions are inherently
non-independent and identically distributed (non-IID). To mitigate
resulting model drift and bias, the framework applies weighted
aggregation proportional to each client's local dataset size, and
performs periodic re-weighting of underrepresented attack classes
to reduce bias toward the most common traffic patterns observed
across the federation.

F. Algorithm Summary

Algorithm 1:
Detection

Privacy-Preserving Federated Intrusion

e [Initialize global model weights wo at the aggregation server.
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e  For each communication round t = 1 to T: the server broadcasts
current global weights w; to a selected subset of clients.
Each client k trains locally on its private data for E epochs to
obtain updated weights wk.
e Each client clips its update, adds calibrated DP noise, and
applies secure-aggregation masking.
e  Server aggregates masked updates via weighted FedAvg to
compute We1.
Server evaluates the global model on a held-out validation set
and checks convergence criteria.
e  Return the final global intrusion detection model w', deployed
locally at each client for real-time detection.

G. Evaluation Metrics

The framework is evaluated using standard IDS metrics -
accuracy, precision, recall, Fl-score, and AUC - alongside FL-
specific metrics: communication cost (rounds and bytes
exchanged per round) and privacy budget (€) consumed, capturing
the trade-off between detection performance, communication
efficiency, and privacy guarantees.

IV. EXPERIMENTAL SETUP

A. Datasets and Preprocessing

The framework was evaluated on two benchmark cybersecurity
datasets: NSL-KDD (125,973 training and 22,544 testing records
across DoS, Probe, R2L, and U2R attacks) and CICIDS2017
(multi-vector attacks including DDoS, Brute Force, and Botnet).
Categorical features were one-hot encoded, and flow features were
mapped into temporal sequences of length L = 10 to support the
CNN-LSTM classifier described in Section III-C.

B. Data Partitioning and Hyperparameters

Client partitions were modeled across K = 10 clients under both
IID and Non-IID settings, with Non-IID partitions generated using
a Dirichlet distribution Dir(a = 0.5) to emulate realistic
heterogeneity in traffic composition across network segments.
Training was configured with T = 50 communication rounds, local
epochs E = 5, batch size B = 64, and learning rate n = 0.01.
Differential-privacy parameters were set to a clipping bound C =
1.0 and privacy targets ¢ =2.0,8 = 1075,

C. Baselines

Three configurations are compared throughout Section V: (i) a
Centralized CNN-LSTM trained on pooled raw data as an
accuracy upper bound; (ii) a Non-private Federated (FedAvg-IDS)
model that applies FedAvg without any privacy mechanism; and
(iii) the Proposed Privacy-Preserving FL-IDS, which combines
FedAvg with client-level differential privacy and
aggregation as described in Section III-D.

secure

V. RESULTS AND DISCUSSION

A. Detection Performance

Table I summarizes detection performance for the centralized
baseline, the non-private federated model, and the proposed
privacy-preserving federated model on both benchmark datasets.
The proposed approach achieves detection accuracy within 1-2
percentage points of the centralized baseline on both NSL-KDD
and CICIDS2017, while being the only configuration to provide
formal privacy guarantees.

TABLE 1. DETECTION PERFORMANCE COMPARISON ACROSS
CENTRALIZED, NON-PRIVATE FEDERATED, AND PROPOSED
PRIVACY-PRESERVING FEDERATED MODELS

F1-
Accuracy Precision Recall
Model Dataset (%) (%) (%) Scoorc
(%)
Centralized CNN-
LSTM NSL-KDD 98.6 98.1 98.4 98.2
Non-private NSL-KDD 97.9 97.3 97.6 97.4
Federated
Proposed
(FL+DP-+SecAgg) NSL-KDD 97.3 96.8 97.0 96.9
Centralized CNN-
LSTM CICIDS2017 99.1 98.8 98.7 98.7
Non-private CICIDS2017 98.2 97.9 97.7 97.8
Federated
Proposed
(FL+DP+SccAgg) CICIDS2017 97.6 97.1 97.0 97.0

B. Privacy-Utility-Communication Trade-off

Table II reports the trade-off between detection performance,
communication overhead, and resistance to membership-inference
(MI) attacks. Adding differential-privacy noise and secure
aggregation introduces a small reduction in accuracy and F1-score
relative to the non-private FedAvg baseline, alongside a modest
increase in communication cost from the additional masking
overhead. In exchange, the success rate of

membership-inference attacks against the proposed framework
drops sharply - from 34.1% for the non-private federated model to
9.7% - indicating a substantial improvement in privacy protection
for a comparatively small utility cost.

TABLE II. COMPARATIVE PERFORMANCE OF CENTRALIZED
TRAINING, STANDARD FEDERATED AVERAGING, AND THE
PROPOSED PRIVACY-PRESERVING FEDERATED FRAMEWORK

(EVALUATED RESULTYS)
Model o Comm. Cost MI Attack
Configuration Accuracy (%) F1-Score (MB) Success (%)
Centralized (No FL) 97.8 0.976 N/A (pooled) 38.4
FedAvg-IDS (No 96.9 0.965 142 34.1
Privacy)
Pmp"se&f L-IDS- 95.4 0.949 148 9.7

Overall, these results support the central claim of this work:
combining FedAvg with differential privacy and
aggregation yields an intrusion detection system that remains

secure

competitive with centralized and non-private federated baselines
on standard accuracy metrics, while meaningfully reducing
exposure to gradient-based privacy attacks - at the cost of a
modest, quantifiable increase in communication overhead.

VI. PRIVACY AND SECURITY ANALYSIS
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A. Resistance to Gradient Inversion Attacks

In gradient inversion attacks, an untrusted server attempts to
reconstruct raw local feature vectors from received updates. Under
the proposed architecture, Secure Aggregation ensures the server
receives only the aggregate sum across participating clients rather
than any individual update. Furthermore, the calibrated Gaussian
noise introduced by the differential-privacy mechanism degrades
gradient  fidelity, making full feature reconstruction
computationally unfeasible even if an aggregate were somehow
exposed.

B. Mitigation of Membership Inference (MI)

By constraining model sensitivity via norm clipping C and
enforcing differential-privacy guarantees, the success rate of
membership-inference attacks drops sharply from 34.1% under the
non-private FedAvg baseline to 9.7% for the proposed framework
(Table II), effectively approaching near-random-guessing
accuracy.

C. Resilience to Model-Poisoning

Because the server observes only masked, aggregated updates,
individual malicious contributions cannot be selectively identified
or excluded post hoc; however, norm clipping bounds the
maximum influence any single client - malicious or benign - can
exert on the global model in a given round, limiting the impact of
naive poisoning attempts. Robust aggregation rules and anomaly-
aware client selection are identified as complementary defenses
for future extension of this framework.

D. Privacy-Utility-Communication Trade-off

The results in Section V-B quantify this trade-off directly:
strengthening privacy guarantees (lower g, tighter clipping)
reduces membership-inference success but comes at a measurable,
bounded cost in accuracy, F1-score, and communication overhead.
The chosen operating point (¢ =2.0, C = 1.0) was selected to keep
this utility loss within 1-2 percentage points of the non-private
baseline while cutting MI attack success by more than 70%
relative to that baseline.

VII. CONCLUSION AND FUTURE WORK

This paper presented a robust, privacy-preserving intrusion
detection framework for distributed networks combining
Federated Learning, Local Differential Privacy, Secure
Aggregation, and a hybrid CNN-LSTM spatial-temporal deep
architecture. Empirical results across benchmark datasets
demonstrate that the proposed framework achieves high threat-
detection precision (97.6% accuracy and 97.0% Fl-score on
CICIDS2017) while guaranteeing formal (e, J)-differential
privacy and reducing membership-inference attack success from
34.1% to 9.7%. Future work will explore asynchronous federated
update schemes, zero-knowledge proof verification for node
updates, and quantum-resistant secure aggregation protocols.
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